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B = γo(A)⇔ bi,j = Si+j 	
 4(ai,j)



















B[0] ← (A[0] ∧MI0)⊕ (A[1] ∧MI1)⊕ (A[2] ∧MI2)⊕ (A[3] ∧MI3)⊕ T,
B[1] ← (A[0] ∧MI1)⊕ (A[1] ∧MI2)⊕ (A[2] ∧MI3)⊕ (A[3] ∧MI0)⊕ T,
B[2] ← (A[0] ∧MI2)⊕ (A[1] ∧MI3)⊕ (A[2] ∧MI0)⊕ (A[3] ∧MI1)⊕ T,
B[3] ← (A[0] ∧MI3)⊕ (A[1] ∧MI0)⊕ (A[2] ∧MI1)⊕ (A[3] ∧MI2)⊕ T,
-03O693











































m0 m1 m2 m3
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φe = τ ◦ πe ◦ τ
D <?-03\_;w01h!326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Ek = φe ◦ ρe,kr
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0 (πo(γo(B)))2,0 = y
′





3 (πe(γe(D)))0,3 = c
′


































4 key and b−dep. bytes
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0 [y] ∧m0)⊕ (f
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1 [y] ∧m3)⊕ (f
b′






0 [y] ∧m0)⊕ (f
b′′
1 [y] ∧m3)⊕ (f
b′′
































<.>MXEh!>Aw=< 216 b <?69DB:0@F3















































  	   \




<?DF>E_ V3xlZ-0> -0> V3x]OXM_{3
z;<93O_Y[<?-Y3>Aw06\DF_0_03O6\69>EwY_Y[0l\[=DylN<9DB_YCEw0DylZ-Y3O6>MV<?-03
:Y6?32+DF>Ew!l7l?32]










































TS7U  RPWHA 






























(a0,0, a1,0, a2,0, a3,0)+wYXE6Z<93






































 +   3 $*+' %( * 3 3+  * ,
SXA]^- >ET<9-03






















































 +    )!3%*+ ( 3+  3 3 













(a0,0, a1,0, a2,0, a3,0)

  ;£E & oO¡  s
0>E6
kini

















(∆0, · · · , ∆3)
69>E1
(0, · · · , 0)
<?>














































































   {		 $ &<;  	 	.   <& )(	 x	\)  ! 0&'$ 















jÁe     






(d0, · · · , d3)Dyl32_A<9DB693O@F8[03
<?326?14DF_032[h;8|<9-03





U;>! V3]O>Ew0@y[wYl?3x<?-Y3>A@B@F>DB_YCXM@FCE>E69DB<?-01 D <9- X}@yXM69CE3XE14>Ew0_+<>EH:06?3 ]O>E14:0w=<^Xg<9DB>A_Yl<?>
DF14:069>gE3u<?-03 	A3O8|3Oz;-!XMwYlZ<?DFE3lZ3#XM6^]^- 3





























(a0,0, a1,0, a2,0, a3,0)











































































































































  " ¡2 
V<Z<9XA]











  " ¡2 .
V<Z<9XA]


































 <    
  ,       '    
   	6
 
6!
    U ,Fj2AEY
 RPWHE!0RPXM3O1432_ +0WD LN143O_
HSVU|JK69>E:b>Al9XM@3+WHD LN_Y[YXM3O@g
	 
 /       !
  ,           /
   	6
6 

   U ,Fj2AEY
iAi%PDF@Bhb3O6?<2 r }DB_YDB3262O 57>A@B@FDFl?DF>E_V<?<9XA]
	x>E_\69>Ew0_![0lV>MWHD LN_Y[YXM3O@g­_ 	 
 	  
    
 0, !6 !   /      
   	6
 

 b  U ,F!eMiAiEiY
 ,.W
+
A5uMR uXM@F@Bw0DF_ ,7D LN_032_YlO/+EWD LN143O_,uEJK6?32_03O32@* ?V<Z<^XE]
	>A_4U=D z4W>Ew0_![0l)>M576?8;:
<?>E_^ ­_ /4 
	  
, !6 !   /),  :f .0P5.UjÁe.;;U;:Y6?DF_0CE326<+3O69@yXMCY
W>E143E <^XM@F8E XE69]^-{j2AEY
 DyE 5u 0DF1^57698+:0<?>E_ 3=`T3 jÁeM%h0DB< ,7@F>=]
	57DB:Y-03O6 ^
	 
 /       !
  ,           /
   	6
6 

   U ,Fj2AEY
»» ÂCY·Ï¶D
j2f     

 DyE 5u +DB1Z(W3O;DylZ3#[%+3O6^l?DB>A_|>M57698;:=<?>A_ 3=57698;:=<?>A_ +jA i ^ ­_ /)  !(	   
+, !6 
   /  ,   0:!d0jE0P5.U'j#e/.+;0U;:Y6?DF_0CE326 +3O69@FXECY=W>A13A <9XE@B8A%XM6^]^-'j#EA0
  iAi  }DF_0DB3262 PDF@Fh!326Z<# ?U+<9>=]^-YXElZ<?Dy]{57698;:=<9XE_YXM@F8=lZDyl>E457698+:0<?>E_^ ­_ /) !(	   

,     /),   0:jÁe=jA;P5.Uj2;gY=U=:06?DF_0CA3O6 +3O69@FXECY=H3 K>A6 	0T:06?DF@eEiEiEiY
 
	 $	 )(.	
 ¡ g &p£M¡ ¥ 	
   
xp¡2¤    }   " ¡#  	
	       E¢$g!p  &  g  Á¡$"   &t¡   bp 2¢$g!p  & ¥o2¡  bp ¥o     &p£  & 
dYBj ,.-Y3,.-06?323 6?>Aw0_Y[JK6?>A:!326Z<N8\\P\\\\\\P\\\\\\\P\ c
dY e ,.-Y3 0>EwY6 6?>Aw0_Y[RTDylN<9DB_YCEw0DylZ-Y3O6{\P\\\\\\P\\\\\\\P\ 





      &tp H¡   ! "  0poO¡     g£  g!p  &o! %   #"  ¡#o ! " 
$  £A¤¥po *  %	
¹º»¹½¼
Unité de recherche INRIA Rocquencourt
Domaine de Voluceau - Rocquencourt - BP 105 - 78153 Le Chesnay Cedex (France)
Unité de recherche INRIA Futurs : Parc Club Orsay Université - ZAC des Vignes
4, rue Jacques Monod - 91893 ORSAY Cedex (France)
Unité de recherche INRIA Lorraine : LORIA, Technopôle de Nancy-Brabois - Campus scientifique
615, rue du Jardin Botanique - BP 101 - 54602 Villers-lès-Nancy Cedex (France)
Unité de recherche INRIA Rennes : IRISA, Campus universitaire de Beaulieu - 35042 Rennes Cedex (France)
Unité de recherche INRIA Rhône-Alpes : 655, avenue de l’Europe - 38334 Montbonnot Saint-Ismier (France)
Unité de recherche INRIA Sophia Antipolis : 2004, route des Lucioles - BP 93 - 06902 Sophia Antipolis Cedex (France)
Éditeur
INRIA - Domaine de Voluceau - Rocquencourt, BP 105 - 78153 Le Chesnay Cedex (France)  	


  
ISSN 0249-6399
